The paper presents an automated optical-electronic software and hardware complex for carrying out activities to identify and control the authenticity of diffraction and holographic optical security elements. The developed complex makes it possible to significantly simplify the work of the expert in conducting forensic studies of objects marked with security holograms.
INTRODUCTION
One of the most effective methods of protecting documents from forgery is the use of security holograms. However, nowadays the quality of fake holograms has reached the certain level, at which the consumer lacks the ability to distinguish the original diffraction or holographic security element from the counterfeit accurately, regardless of qualification level. The presence of this problem dictates the need to create devices that simplify the process of controlling the authenticity of the security elements mentioned above.
There are devices capable of controlling a wide range of security features embedded in documents; for instance, VSC8000 manufactured by Foster & Freeman Ltd [1] and visualizer of holographic images "Regula" 2303 produced by Regula Ltd [2] . However, the aforementioned devices have disadvantages, which include: 1) the limited illumination angles of security hologram samples; 2) absence of built-in precise positioning rotation and three-axial movement system for the sample; 3) lack of capability to register images and investigate separate areas of security holograms with subsequent further "stitching"; 4) inability to register hidden holographic images. The visualizer "Regula" 2303 has the latter drawback compensated by the availability of a separate PhIO-2018 device for visualization of hidden images. But the standalone nature of the solution can be considered being a drawback, due to the fact of the system automation level being lowered. This paper is dedicated to the description of the developed complex, which includes an optical-electronic system and software designed to solve the identified shortcomings of existing systems for control and verification of documents marked with diffraction and holographic optical security elements.
TECHNICAL SOLUTION
Expert control of the authenticity of security holograms based on analysis and comparison of controlled security hologram sample images with corresponding images of reference holograms is carried out with the use of a series of holographic images recorded at different angles of illumination [3] . Information on the microstructure of the hologram can be extracted from this series. In addition to the aforementioned approach, the control of the authenticity of security holograms can be carried out by comparing hidden images or diffraction distributions registered when the reference and sample holograms are illuminated by coherent light [4] . . PhIO-2018 The decision to identify the security hologram is accepted if the rule holds true To realize this functionality, the digital camera with zoom-lens was used as the digital image recording unit.
DESIGN SOLUTION
Structural schematic, functional schematic and overall design of the system were The hidden image display system is introduced into the field of view of the camera.
Using the rotation of the object table and the angle of laser diode illumination, the operator finds a position where a hidden image is visualized on the introduced system.
After the aforementioned adjustment procedure, the image is recorded as visualized on the ground glass of the introduced system and then the information is entered into the database. The subsystem "Micro" based on a microscope allows the observation of the sample security hologram, both through eyepieces and with a video camera, to display the image on the computer monitor in real-time using micro-lenses with various magnifications from 5x to 150x. The three coordinate positioning system moves the microscope stage to introduce the required fragment of the sample into the field of view of the microscope and focuses on it for the study of the security elements. The microscope can realize the following methods of investigation and contrasting: light field, dark field, differential-interference contrast and polarization method. After choosing the research method, adjusting the position of the object table by commands from the computer, the microimage of the investigated hologram is recorded and the information is processed into the database.
Both "Macro" and "Micro" subsystems are controlled by a computer through the corresponding control units and controllers connected to the computer via the USB interface. The operator uses the software to determine the required mode of operation and captures the frame with the digital camera in the "Macro" subsystem and digital video-camera in the "Micro" subsystem. The joint operation of all modules and control units is carried out using the developed software.
CONCLUSION
Developed automated optical-electronic software and hardware complex for identification and control of authenticity of diffraction and holographic optical security elements, described in this paper, lacks the disadvantages of the existing aforementioned systems. This complex significantly simplifies the work of the expert in conducting forensic studies of objects marked with security holograms.
